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List of Abbreviations

MDAs
SLA
GBB
GWMC
LAN
OWA
EAS
SSL

Ministries, Departments and Agencies

Service Level Agreement

Galaxy Backbone

Government Wide Messaging and Collaboration
Local Area Network

Outlook Web Access

Exchange Active Sync

Secure Socket Layer

Galaxy Backbone Operations Guide

Confidential and Proprietary

Page |2



Document Control

Revision History

Revision Name Role Organization
Draft Baffajo Beita Contributor Galaxy Backbone
Draft Adedayo Adewoye Contributor Galaxy Backbone
Final Akin Akinwolere Contributor / | Galaxy Backbone

reviewer

Galaxy Backbone Operations Guide

Confidential and Proprietary

Page |3




Table of Contents

List Of ADDreviations......c.cvevviviiniinininiiicicicicccre e 2
DOCUMENT CONEIONL ...ttt s e e s s e e s e aesssseessssnesssnessssasssnne 3

1o GOVMAI SOIVICES . uueeiiecrreiieeiteeeeectteeeeerreeeeeesreeesessseeassssseesssssssessssssssesssssnsesssssrsssssssssseassssnns g
1.1, SEIVICE POMTFOlIO cocutieeeteeecteeectecccte ettt sttt s st e s ae e e s sae s s snesesssesssanesssunasssnesns 5
2. Accessing the GOVMaIl SErVICES....uuiiiiiiintiitiiticictctcttetc s 6
P25 TR = Y o) o 3 O 6
2.2.  Getting Connected to GOVMaIil.....cuiieiiiiiiciiciicicicictctccc e 7
2.2.1  OUtlOOK Web ACCESS (OWA) c.couiuiiiiiiiiiiininiciitncietssiscasstssessessesessessssssessesssssssens 7
2.2.2 Microsoft Outlook Client Setup......ccceeevviriiniiiiiniiiiciiccccc e 9
2.2.3 Mobile Client SEtUP.....covviiriiiiriitictcrctctrt s 12

2.3.  Getting familiar with your MailboX ......cceveviiiiiiiiiiii, 21
2.4. Setting up Digital SIgNAtUres.......ccveveieiiiiiiiiticicccct 22
2.5.  Changing your PassWOrd ...t 23

Galaxy Backbone Operations Guide Confidential and Proprietary Page | 4



1. GovMail Services
GovMail service is a full fledge email service provisioned for staff of Federal Ministries.

The primary objective of the GovMail services is to provide a platform for Federal civil servants
to communicate within and outside of the civil service via the use of electronic mail services
and collaboration tools; which will serve as bedrock for other shared service initiatives within
the sector.

1.1. Service Portfolio

GovMail comprises of the following service;-
e Unified Identity platform for all Federal Civil Servants at fedcs.gov.ng

o Each user’s respective fedcs.gov.ng identity become the unique identity for
authenticating for most government online services.

e Provision of Email Services
o Unique email addresses for Federal Civil Servants
o Role Specific email addresses for designated offices and officers.
e Minimum Mailbox Size of 500MB
e Email accessible from Desktop, Mobile and Web Browser
e Highly available Email Service
e Self Service

e High availability and Disaster recovery for key on-site services (Mail, Portal, AD)
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2. Accessing the GovMail Services

2.1. Platforms

The GovMail services has been tested and is accessible from the following platform.

1. Web Browsers
a. Internet Explorer 8 and later versions.
b. Firefox 3.0.1and later versions
¢. Chrome 3.0.195.27 and later versions
d. Safari 3.1 and later versions
2. Rich clients
a. Outlook 2007 with SP3
b. Outlook 2010
¢. Outlook 2013
d. Outlook for MAC 2011
3. Mobile
a. Windows Phone 7 and Above
b. 10S 4.3 and above
¢. Android 2.2 and above
d. Blackberry BIS Service (We don’t offer BES)

4. Tablets
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2.2. Getting Connected to GovMail

2.2.1 Outlook Web Access (OWA)

Outlook Web access is accessible from most web browsers.
Requirement is to have Internet Access on the Device you are using.

Configuration steps

1. Open Your Browser (Internet Explorer, Chrome, Firefox or Safari)
2. Inthe address bar, Type http://www.fedcs.gov.ng

<A

FEDERAL CIVIL SERVICE
INTRANET GATEWAY

Chack Email

4. Check this is a Private Computer (if it is your personal computer, otherwise leave as

is).

5. Type your username and Password
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http://www.fedcs.gov.ng/

G@EVm@i

o gy e gy g

6. Click Signin

7. Ifitis your first time login on, you will get the following prompt

GEVm@

s ]

8. Select Ok, it should open your inbox.

T hwd Wy
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2.2.2 Microsoft Outlook Client setup

Supported Operating System

a. Windows XP

b. Windows Vista

c. Windows 7

d. Windows 8 and 8.1

Supported Outlook Version

a. Outlook 2007 Service Pack 3
b. Outlook 2010
c. Outlook 2013

Configuration steps

1. On your computer, open your control panel
2. Open the mail application (You can search for it)

£1IB Mail (32-bit)

3. Click on Email accounts

£-mal Aczount:

s Setup ool accounts and drettonet
s |

Enab Aseunts.

Oata Fiey

9'. Change settings for the thes Qutiook wies to Oota Pies..
V5 store emak messages and documents
Srofiles

Setup muttigle protiles of eamad sccounty and

Shaw Praties
sty fies. Troually, pou ondy need one 20

Cloie

4. In the resulting Account Settings page, click on New
5. Select Manual Setup on the Add Account Page and click Next
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Auto Account Setup
NN S200 of 3 SOCIUNt OF Cwealt 19 o Server hoes.

[ B Accoant

B MO0 P F SONTON e Types

Bt M- , Caet

6. On the Next page select Microsoft Exchange or Compatible Service and click Next

(hoose Service

. Sever ot eree
Connect to an TacNange Scowntt be accest srd, calendart comtacts, tarks, snd waics mad

Os00k.com o [¥change Actieelyne (ompatisle service
COMNEC 10 3 5e0soe S0 5 DUtHOK (006 10 JC0Lss eond, Cakndars, oML 103 tasky

FOP ol MAF
Conmadt ta 4 KOP sr MY enad sccourd

7. Type mail.fedcs.gov.ng in the server name, type your email address
(firstname.lastname@fedcs.gov.ng) in the username field, then click more settings

Server Settings
Erter the W0 00 Excrrge Server sertigs for wour s0omant
Sever Setyngn
e mELNSR NG
Unar M Tegt QMIMESTEO 308 ) etk Narw
Offhre Tattngs
o U Coorwea Eronaege Maae
ML to bes oine 12 montrs
NOce Seftngs
- Bah Wets | Canunl
——————————m——ull
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8. Select More Settings
9. Go to connection tab

Gevesw | aovnieo | Seommy  Cotemamen
Ouivok Argwhere

T Conmett b MOosem Esirands wing HITH

o Carem

10. Select Connect to Exchange using HTTP

Qutlook Anywhere
Connect to Microsaft Exchange using HTTP

[ Exchange Prosxy Sektings... ]

11. Click Exchange Proxy Settings, type mail.fedcs.gov.ng in the URL and ensure NTLM is

selected as the authentication method
i b4

L

Microsoft Outlook can communicate with Microsoft Exchange over the Internet by
nesting Remote Procedure Calls [RPC) within HTTP packets, Select the protocol and the
identity verification method that you want to use. If you don't know which options to
select, contact your Exchange Administrator.

Connection settings

Use this URL to connect to my proxy server for Exchange:

hitps://

onnect using only
¥ c ¢t using 55L onl
|:| Only connect to proxy servers that have this principal name in their certificate:

On fast netwaorks, connect using HTTP first, then connect using TCP/IP
On slow networks, connect using HTTP first, then connect using TCR/IP

Proxy authentication settings
Use this authentication when connecting to my proxy server for Exchange:
NTLM Authentication v

| OK || Cancel |

12. Select Ok, then Ok, and click Next, then Finish.
13. Enter your password at the Prompt that come up.
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2.2.3 Mobile Client Setup

There are four (4) predominant mobile platforms that will be supported.
a. Windows Phone 7 and Above
b. 10S 4.3 and above
¢. Android 2.2 and above

d. Blackberry BIS Service

2.2.3.1.1 Windows Phone 7 (Nokia, Huawei, HTC, etc.)
Configuration steps

1. From the home screen, swipe left, scroll down and click on Settings
2. Onthe SETTINGS page, Select email+accounts
3. Click add an account

system email+account

4. Select Outlook

5. Type your email address and password and click sign in
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Goking for you

OUTLOOK

6. If it does not automatically retrieve your email, click advanced setting on the
resultant message.

We couldn't find your
settings

To go back and check your into, tap Try
Again

Iy > W Mrect, tap
= e Serings.

7. Add the Server (Mail.fedcs.gov.ng) and Domain (1gov) settings, then click sign in

OUTLOOK

show pas

akinakinwolern

mail fedcs govng

s quires sncrypted (SSL)

8. It should complete and an Icon for your email will be created on the home page.
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2.2.3.1.2 Android Platform

Configuration steps

1. Onthe home screen, swipe from top and select setting, select Accounts

2. Select Add Account
3. Select Microsoft Exchange ActiveSync
4. Type your email address and Password

-e F

B 701 0 Esnanvge 2crhos e o
pryes

Lot gularyifedn o g

Srw pasiwarnt

Sannd ervad frpem s decenn ity
defum

Ml setup Meat

12345851290

awErryueilep

RS ErEERFEAN
t IR ENERNN o

we & RS

5. Select Manual Setup
6. Add the settings for your Server (Mail.fedcs.gov.ng) and Domain (1gov), click next

»

[

Il Riie caryer sviteigs

Domaet'wser rane

1 paviiest gubaoty

[

mad Indcs goe ng

1 23 58 1's 9% 0

awertyusneop

NEVUTEENTEEN
t EREVERN &

G 0 1) T W

Page | 14
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7. Select Ok on the Activation Pop up message
bzt

By aitioating Jica spid ciun
s s Hel sosrw o8 pou
theewza thaln (fre urezpe tdoanse
powert Do el ot el o s el
b zonced, prozeesss and ueed
brg Sams.ng o repae e
anivoson ot the sppizatonis
the eonsors ol th: azplionto

W WA EATIRN G T
roein.s?

Wtk shaw

Cornel [

8. Accept the default account Option and click next.

|.I wg n

Gend wmad foom Sz sccomtt by
defaun

T Ty e W el ey
Ve el
" Byme Cormares
" Syme Colender
A7 Gynie Task
Sync S
Autumatic sty downlzed

OO et el poreet Uod S0 W
r

Neat

9. Give the Account a Name or leave the default and click done

~ a B

m Set up emall

Your account is set up, and email is on its
way!

Give this account a name (Optional)

My fedcs

Done
Wl T2 e RS IS A S YY1

qwerityullop

asdifagh)ik'l

*+ ZzXxXcvbnme

T

Sym d o + Done
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2.2.3.1.3 10S Setup
Configuration steps

1. On the Device, go to Settings, Select Mail, Contacts and Calendars

B A BT - -
semnge
-
G5 <erer
m Sourcs
EJ 2vonvmin s vactiee
[ & JERTY
B vow
&3 ;xmﬂmmuwamm]
i

i an b
b "o

Rt Hovaopa

2. (Click Add Account

Masnl LIATLAT 33 TV O e -

< St Muil Gantects. Celundurs

(=)
Tarlinny Hoteres

Cxzhavaa

3. Select Exchange in the Account Type

e TEMW o .-
v Add Account
& iCloud

Gouogle
YAHOO!
Aol.
8 Outicok.com

4. Type your email address and Password and select Next
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soes CTEALA 10 Welam .-

FErvail 1t e Oteds e.govag
Password  sessssnes

Descripbon natag besstreocs govag

m ! ach S
5. Add the Server (Mail.fedcs.gov.ng) and Domain (1Gov) Settings and click Next

Sese A IMALAL K TOR e - -
Cuncul Nt

Server I mull tedes gov.ng I

Damrusin l VGOV I
Usermame [me@

Password Snsssnnne

OQOWER T Y U | OFP
A B DFGHUJK.I

S Z X C v B NM S

E ! (") =ace tutiam
6. Leave the Default and click save
wees  ENISALAT 3G et am L R &
Cancsl Em“.
£ mail . @)
B contacts «
= Cawendars (_
Reminders (
Notes
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2.2.3.1.4 Blackberry setup

This guide cover the new blackberry 7 and 10 Platforms.

Blackberry 7 Platform

Y N oA W N

i S Gy
V1T W N 2O

From the Home screen Select Setup

Select Email Accounts

Under type of email account select — Internet Mail Account
Select Setup Email Account

Under Email Setup, select Others

Select Continue

Click Ok on the error message

On the same screen select “I will provide the settings”

. Select the radio button beside POP/IMAP (Most Common)
. Under Email server type the following — mail.fedcs.gov.ng
. Type your username

. Select Continue

. You should get a message that the setup is complete

. Select Return to setup

. Close Window

17.

In a few minutes your emails should start downloading

Blackberry 10 Platform
On the Home screen of your blackberry 10, swipe from the top to open the setting

2. Select System Settings, then Accounts.
3. Click the Add new account Icon
Add Account
4. Select Email, Calendar and Contacts
5. Type your email address and click next
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Cancel Add Account

test. golaxyifedcs gov.ng

Type you password and click Next

Click Continue if the Provider Identity Message comes up
Click on Advanced Setup

Select Microsoft Exchange Active Sync

© © N o

Cancel Add Account

Microsoft™ Exchange ActiveSyn¢

Desc nption

i ain

fedcs.gov.ng

Usemame *

akin.akinwolere@fedcs.gov.ng

Emall Address *

10. Type in the server address and leave others as default, click next

Cancel Add Account

Server Addrass
mail fedcs . gov.ng ®
Sort

Use SSL

On

Off

Off

11. Click Next and leave default settings
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Cancel Add Account

Use SSI

Use VPN

C load Messages While
Roaming

Push

Sync Int

Sync Timef

30 Days v

12. Click Finish
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2.3. Getting familiar with your mailbox

Get familiar with your mailbox

* The Mailbox appears as shown below

[« TR SIS
B G e e S
W & |mlimon Gnix| | 8- B - e -

Diithoci Web App

Sl v Biboe 1 Nem [ R Ogdarma -
i

Lo T

138 Wbt 004
L

vt [ ovvw Madean )
Camaveemnce v, Tom © Swcsn = Tes
There are 00 ferm 1o 3haw i L vew,
@ WA CTRAE LA
I
A vt
B3 Sert ey
W Ceberent bemy

[Ty S

¥
!
i
a

Wl s | Mins Crikes Ukeh

B e Ddnes Moss Mue Ve O

* Click New to start sending emails ... In order to send emails
to staff within the Ministry, Department or Agency, click on
the To button and then double click to select the recipient

e 1-grat. PROT—y -
a0 N Askyess ok w
A etk Ghooal 2o, & )
D A% M © Mg by laew -
Comluart admeréstrator n
wop -
@ Wy Canean .,:mmw"’
[ Tanora Al Corenim Miit Adebienpe Adugemi
Wit
SOl w0y e Ml Q0.
M Adebols Adwiida
M o
INHSSPON IeCRNts!
T % 4
Cr -
Bee
o Cweel
Ty e + @ it A |
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2.4. Setting up Digital Signatures

(reating and using email signatures ...

« To create email signature, click Options on the top right
corner.

* Then click SEE ALL OPTIONS in the drop down box, at the
left end corner click on SETTINGS .click on MAIL and type in
your email sighature inside the E-mail Signature box...

* In order to have your email signature automatically
appended to every mail you send, check the box with
“Automatically include my signature on outgoing messages”
and save upon completion

» See the image below

(reating and using email signatures ...

O [ armcivai o wmspintieme =i O

FE I SR T T T

B Lnet Dk web R i fa~ [0 #= cbgrBlphs
- - —

Bullcak Web App T var | W Ol N
Mul v Cutone w"~| . -
Asecumt _\ﬁ ? m @ g R
Crgange §-Mwl Mat Sty Calwnde e sl Pagunal  Pessward
Grosgss
Settimge FRancn hiwa 10 ipwedd to e foe 9

L . 3l "_ £ rend receipes.
Fhane n =z ﬂ & F & 8 = = (8 &3k e batore tending &
Blocs nr Alaw e e . A - 4= reIparae

=~ ooy 3 Awwyx 1ead & rerponss
L i . v CIMwvar 3end » rezponse

CHika ety

IC™ Depsarument

WO O (M ovstsy, DEpITDTHIO O Reading Fane

A

,&q?,m wnoce Moblle: =234 Chooae when e shaud be marked o

Eeaoon: Fas oo feac

Emmadt: (koo b Z{mnitivl ooy 0 Mk tve e dsplaped in me

Roadmy Mo 2o Foad
ol | |
=] aumomnaticaly inctude myp wgnasrs ne NOVir) T iy od =

i "ia-
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2.5. Changing your password

Changing your password

* To change your password, click Options on the top right
corner. In the drop down box, click Change

B U Yew  Facies fokh e

Grgarae & At
Ormuess
heaal

e

Hark o Mo

WMat Sosing Colnrde Genem Magpenial Pavwomard

Chango Password Y.

Enter your curment password. tyse 8 new pasmseed.
ond thee type € 9pak to confitm £

AR SrAng. yUu APt Doed 1O re e your user
narmw ond peoevard ondl ¥pn I agan. Youll be
ratfied when your pavesord hos been chonped

our Password.
O - : - —— i ORTRT 39133 | . z:?_

s ’;‘Mq_:.‘m” 1_" Q -3 - ;.’r_hl..; O"" v U
Brloak Wab App wgn it | W«WW’
W+ Optium My Mm@ -
& ¥F m = M W

succawehuthy.
Emmt! address o mhBanatan.gov.ng
e passand. sessseses
W
CONTm sy pRsssiid sessssnns
v swe s
2.y ST
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